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O HMUEHT

PELWEHWSA, COTKAHHBIE U3 TEXHOMNOIMUH

O KOMMAHUA

«AKLEHT» — BeQyLLNA NOCTaBLLMK KOMMSIEKCHbIX peLleHuii Ha dansHem BocToke. KoMmnaHusa npegoctaBnsaeT NonHbIN
/ CMEeKTp ycnyr B 0651acTu NOCTPOEHUSA UHXEHEPHOM U MHAPOPMaLMOHHON MHAPACTPYKTYpPbl. KnueHTamn komnaHum
ABNAIOTCA KakK KpyrHeuwume rocyfapcTBEHHble M KOMMEpPYecKue CTPYKTYpbl, Tak WU Hebonblune 4acTHble
NPeanpuATUS.

MnaBHOe NpeMmMyLLecTBO KOMMaHUU — KOMIMJIEKCHOE BeJeHMe U CONMPOBOXAEHME NPOeKTa NO60M CIIOXKHOCTHN
OT ero nNpoeKTnpoBaHusa A0 NyCcKo-HanapkKku.

KnioyeBbiMM BMAaMU OEATENbLHOCTM ABMASIOTCA MPOEKTUPOBAHME, CO3LAHME U TEXHUYECKoe OOCyXuBaHue
CTPYKTYPUPOBaHHbIX KabesnbHbIX cucTeM, 6eCNpPOBOOHON CETEBOW MHAPACTPYKTYPbl, CEPBEPHbLIX MOMELLEHUI U
LleHTpOoB 06paboTKN AaHHbIX, CUCTEM MH(POPMALMOHHON U TEXHUYECKOWN 6€30MacHOCTI, KOopnopaTMBHOM TenedoHnN,
cUcTeM NnoxXxapHowm 6e30NacHOCTU Y BULEOHAOMIOAEHWS.

3a 12 neT KoMnaHusa «AKLEHT» Npro6pena LWMPOKY U3BECTHOCTL B KPYTy 3aKa3uMKOB M NapTHEPOB KOPMOPaTUBHOIO

ceKTopa pbiHka. B 2020 rogy komnaHus oTkpbina ouc B r. Mockea.
roNIOBHOM TEPPUTOPUS OATA
CEKTOP PbIHKA ° CO3JAHMS
oouncC OEATEJIbHOCTU
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MHOPMaLMOHHbIE BnapgnBocTok oT JanbHero BocTtoka 8 anpensa 2008 r.
TexXHonorum 1o MockBbl

— CKOO'I'II!’V\IIZIIE-ICVITKBOOB KITMEHTCKAA PEAJIN3SOBAHO
B 2020 roay BA3A NMPOEKTOB
v
> 120 > 4000 > 1500

O AKULEHT « & B[
: A% 7 S >




1| COOEP)>XAHUE

OBPALUEHUE T'EHEPAJIbHOIO AUPEKTOPA .. . .. ... 3-4
HAMPABJIEHUA AEATENIBHOCTU KOMNAHUW. ... . .. ... .. 5-6
MPOU3BOAUTENM PEWEHWI. ... .. ... .. 7-8
JIMUEH3UMN N CEPTUDUKATDL . . ... 9-10

PEAJINSOBAHHDbIE KJTIOHEBbLIE NMPOEKTbDI:
1. IT-MHOPACTPYKTYPA
= LleHnTp KapactpoBon OueHKu MpuMOpPCKOro Kpas - 0Tka3oyCTOMUMBbI CepBEpHbIit

4 =Uox (=] o372 AR U S R | A S R S I AR . S 1 . NG A NS AN A 11
= Manbi NOpT - CX[ Ans cucTeMbl BUOEOHAGMOAEHWS. - - . - . . oo oot 12
= [lanbHeBOCTO4HbIN PenepanbHbii YHUBEpcUTeT - Web Application Firewall ons

3ALUNTBI BEO-PECYPCOB. - - - - - - e ccoe e e e e e e e e e e e e e e 13-14
= YnpasneHue no aenam O n YC no MNpumopckomy Kpato - cpeacTea 3aLmTbl

MHDopMaLMM AN CRyXKObI « 1125 - L L. 15-16
= MHorocyHKUNOHaNbHbIA LLIeHTP NMPUMOPCKOro Kpas - MofepHU3aLys CUCTEMI

TEMNEMOHHOM CBABM . - - - o oo e e e e e e e e e e e e e e e e e e e e e e e e 17-18
= OAO «MpuMOpPCKYrosib» - NPoMbILLIEHHAA GECMPOBOAHAA COTb. - - - v e e e e 19-20
= AO «[ATA-KOHCTPYKLMSA» - cucTeMa pe3epBHOr0 KOMUPOBAHWSL. _ - . - . .. . . ..o 21-22
= [pumopckoe NecCHUYECTBO - NOAKIHEHNE K CUCTEME MEXBEAOMCTBEHHOMO

BNIEKTPOHHOIO [AOKYMEHTOOBOPOTAL - - - - - - e e e e e e e e e e e e e e e e e e e e e e e 23
5 TOOMC MK - cepBEPHBIN KNMACTEP- - - - - - - - o e e e e e e e e e e e e e e e e e e 24

YnpaBneHue 3eMAAM1U U UMyLLLIECTBOM Ha Tepputopumn NMpumopckoro Kpas -
BUPTyanu3auunsi CepBepPHON MHMPACTPYKTYPDL - - - . oo oo e e e e e e e e e 25

2. NHXXEHEPHAA NHOPACTPYKTYPA
= YnpaBeneHue 3eMNISIMU U UMYLLLECTBOM Ha Tepputopumn NMpumopckoro Kpas - CKC,
BUOEOHAGIOAEHNE Y KOHTPOMb JOCTYMA. - - - - - - o e cocoe e e e e e e e e e e e e e e e oo 26

BoeHHas npokypatypa TO® - cuctemMbl BEHTUNSALMN U NPELMSNOHHOTO
koHanumoHmpoBaHua ONa IO L. _ . . e 27

O AKULEHT « & B[
: A% 7 S >




COOEPXAHUE | 2

= CumeHc ®UHaHC - pe3epBHasa cuctema KoHguunoHuposanma LUWOO ... ... ... ... .. _. 28

= MeradpoH - MoHTaX VBT . - . . . e 29-30
= Maspa Connepc MaHydakuypuHr Pyc - CKC, cepsepHoe nomeLleHve ans Hoeoro uexa. 31-32
= 000 «TpaH3UT» - ceTeBas MHPPACTPYKTYPA - - - - - -« oo meme e e e e e e 33-34

3. CUCTEMbl BESOIMNACHOCTHK
= JlanbHEeBOCTOYHbIN LIEHTP CYAOCTPOEHUSI U CYAOPEMOHTA - ccTeMa yrpasieHns

NapKMHIoM Ha Tepputopun «HabepexHon LlecapeBunyar- - - - - - oo oo o oo oo e oo a s 35
= ManbIf NOPT - MOXAPHAA CUMHATMBALML - - - - - -« o e cce e e e e e e e e e e e e 36
= MapuunHckuin Teatp (MpuMopcKas cLeHa) - cuctema KOHTPONA JOCTYNA. - - .o oo o - 37
= CouunanbHo-peabunuTaunMoHHbIA LEHTP AN HECOBEPLUEHHONEeTHUX

«Mapyc HapgeXAabl» - NepuMeTPanbHOE BUAEOHABIOOEHNE . - - - - -« ccw oo 38
= BcepoccUiCKUIA AEeTCKMIA LLIeHTP «OKeaH» - c1CTeMbI MOXapHO 6E30MaCHOCTH - . - . - . 39
= Cnyx6a MUPOBbIX CyAen B I. YCCYPUNCK - cucTeMa BUAEOHABMOOEHMS. . - - - - - ... .. .. 40
= CeBepo-BOCTOYHbIN PEMOHTHbIN LIEHTP . BUNKOYMHCK - crcTembl noxapHoi

BEBOMACHOCTM. - - - - o b e e e e e e e e e e 41
= CypocTpouTenbHbIN KOMMNEKC «3Be3aa» - crcTeMa BuaeoHabnoaeHns 3a

CTPOUTENBHOM MAOLLAAKOWM. - - - - o o o e o e o o e o e e e e e e e e e e e ememmemaman 42
= NanbPAO - cuctema KOHTPOSSA Y YHETA BOCTYMA- - - - - - o e mcce e e e e ee e 43-44
= Boctou4Hasa CtuBuaopHas KoMnaHus - cuctema TeXHONOrMHYECKoro BUAEoHabMIoAeHNs

Ha YIOJIbHBIX CKIMAOAaX- - - - - o o o o o i i e f f i e mm e mmmmmmccmmm e mcm e e e e e e 45'46
= ToproBbin NOPT MOCbET - PeKOHCTPYKLMS KOMMIEKCHON CUCTEMbl 6€30MacHOCTM.- - - - - - - - - 47-48
= BnagnMBOCTOKCKUM MOPCKOM TOProBblA NMOPT - cucTema NepuMeTpasibHON OXpaHsbi. . . . 49-50
= JlanbHeBOCTO4HbIN depepanbHbiii YHUBEPCUTET - c1UcTeMa pacrosHaBaHus nnL. . . . . 51-52
4. 1T - CEPBUC - . .. 53-54

KOHT AKT b 55-56

O AKULEHT « & B[
: A% 7 S >




3 ‘ OBPALWEHUE I'EHEPAJIbHOIO OJUPEKTOPA

! l\‘:

BO3HECEHCKUI
AnekcaHap CepreeBuy
"eHepanbHbIn gupekTop OO0 «AKUEHT»
av@acvl.ru

Mo6unbHbin: +7 (914) 697-31-48
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Jloporuve Konneru n napTHepbl, Apy3bs!

Bbl gepxuTe B pykax Hall eXerofHbin 6yKner.
B Hem cobpaHbl Halm NPoeKTbI, peann3oBaHHble B 2019-2020 ropax.

Mol ¢ Bamu yxe 12 net. Bmecte Mbl 3(p(pekTUBHO peLuaem Balum
3aflayu, UHTErpupyemM HOBbIE TEXHOSOMMU B UMEIOLLYYIOCS MHADPACTPYKTYPY,
3arnyckaem NuUoTHbIE NPOEKTbI M OKa3blBAEM KOHCYNbTALMOHHYIO MOAAEPXKKY.

«AKLEHT», 06pa3oBaHHbIN TpeMs npodeccmoHanamm B 2008 roay,
BbIPOC [0 rpynmnbl KOMMaHWA CO LUTATOM, BK/IHOYaoLWMM B cebs
6onee cTa BbICOKOKBaNMMPULIMPOBAHHbIX CNEeLNanmcToB.
CerogHs Mbl peLLaem LUMPOKUIA CNEKTP 3ada4y Ha TeppuTopum
HanbHero BocTtoka.

MbI NOCTOAHHO NOBbILWIAEeM YpPOBEHb NpoeccnoHanmama Halumx COTPYLHUKOB
N roToBbl 9IPPEKTUBHO peLLaTb 3agaun fob0om CIOXHOCTH.

«AKUEHT» CTPYKTYPHO N TEXHNYECKWN OCHALLIEH BCEM HEOOXOAMMBIM,
4YTOObI peann3oBbiBaTb 3aAa4vu «Mnofg Kn4» — OT MPoeKTa [0 NyCKOo-Hanagku
N CEPBUCHOIO 0B6CNYXUBaHUS.

Mbl OPOXUM CBOEW penyTauven n HageXXHbIMU Aen0oBbIMY OTHOLLIEHUSIMWA.
Bynem pagbl BMaeTs Bally kKoMnaHuio B YMCe Hawwux napTHEPOB.

O AKULEHT « & )
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5| HANPABJIEHNA OEATENIbHOCTU

NMPOEKTHbIE NOCTABKW

KomnnekcHas noctaBka o6opynoBaHus nof nobble 3agayy 3akasqmka

IT-UHOPACTPYKTYPA

CeteBas HMpacTpyKTypa

BecnpoBoaHas ceteBas MHMaCTpyKTypa

CepBepHas nHpacTpykTypa

VIHdbopMaLmoHHas 6e30MacHOCTb

KopnopaTuBHble TENEKOMMYHUKaLMMU

Ay[nT, NPOEKTUPOBAHVE CUCTEM

IMnopTo3amellieHne B 06nact MHPOPMAaLIMOHHBLIX TEXHONOM M
IT-koHCaNTUHF

MH)XXEHEPHAA UHPPACTPYKTYPA

KabenbHas nHdpacTpyKTypa

LleHTp 06paboTkun aaHHbIx (LIOM)

CncTemMbl KOHAVLIMOHMPOBAHUS 1 BEHTUASLNN

CucTtembl aneKTpocHabXeHus

CucTtembl OTONAEHMS, BOQOCHAOXEHMS 1 BOAOOTBEAEHNS

CuncTeMbl rapaHTUPOBAHHOIO 1 6ecnepebonHOro aNeKTPocHabXeHMS

O AKLEHT « %
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HAMNPABJNEHUA OEATENIbHOCTU | 6

CUCTEMBI BE3SOINACHOCTHU

OcHalLeHme NoPTOBbIX COOPY)KEHWI CpeacTBaMm OXpaHbl —————
CucTtembl BUOEOHaOMOAEHNS 1 NPUKIAAHON BUAEOAHAIUTUKY —————
CuncTeMbl MOXKAPHOW 1 OXPaHHOW curHanauif ———

CucTtembl KOHTPOMA 1 ynpasneHns JOCTYNOM ———

CuncTeMbl TpaHCIALMN 1 OMOBELLIEHNA MKOAEN O NoXape — — —
Cuncrtema aBToMaTU4EeCKOro NOXKapoTyLLEHN ——

TEXHUYECKOE OBCJ1Y > XUBAHUE

ObcnyxnBaHne NHXEHEPHbIX CUCTEM

IT - CEPBUC

KomnnekcHas [T-nogaepxxka npeanpuatms, IT - ayTCOPCUHT —————
ObcnyxnBaHme nevaTHOW TEXHUKN ——————

BupeoHabntogeHne ana manoro 6uaHeca ————

KomnnekcHasa aBToMmatnadaumst peCTopaHoB —————

ConpoBoxaeHne nHpopmaumoHHbIx cnuctem Ha 6aze 1C:IMNpennpuatne ————
ABTOPW30BaAHHbIN CEPBUCHbLIN LEHTD ————

O AKULEHT « & B[
= \/ — \. \E :




7 | TIPON3BOAUTENW PELLEHUA

IT-UHOPACTPYKTYPA
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9 | IMUEH3UN U CEPTUOUKATDI

..... CBungeTensCTBO O A0MYyCKe
‘ K onpegeneHHbIM Buaam pa60T Mo NoAroToBke
NPOEKTHON OOKYMEHTauMn, KOTOpble OKa3blBakOT
BNNSAAHME Ha 6€30MacHOCTb OOBLEKTOB
KanutasnibHOro CTpounTesfbCTBa

0KasblBaloT BIMSHME HAa 6€30NacHOCTb
06BLEKTOB KanuTasnbHOro cTpouTenibCTea

JInuensna MYC Poccumn

Ha OCYLLECTBNEeHWe AesiTeNbHOCTM MO MOHTaXY,
TEXHUYECKOMY OOCITYXKMBaHUIO N PEMOHTY
CPefCTB roXapHon 6e30MacHOCTH
30aHUI 1 COOPY>KEHUI

R e 2 R e

e

yeEwe:

CBunaoeTenbCcTBO

O COOTBETCTBNIA

npeanpuATUs TPe6GoBaHKAM
PoccuMCKoro MopcKoro permcrtpa

| CBMOeTensCcTBO 0 AoNnycKe
K paboTam no sHepreTuyecKnm
obcnepoBaHMam

CBNOeTenbCTBO O AOMNYCKE | -

K OnpefeneHHbIM BuaaM paboT, KoTopble |

B L e e R R

W Ty
THEGKY MERTI BRI OF S

CITTETE LTI
© COOLBETCTRIH IFEALFHATIH
CERTIFICATE.
OF FIRM CONFORMITY
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JIMLUEH3UN U CEPTUDUKATDbI | 10

JInuensna ®CTIK Poccuun

Ha [eATenbHOCTb MO TEXHNUYECKON 3aLuuTe
KOHGMOeHUManbHOCTU MHApopMaLMn

JInueHsna ®Cb Poccum
Ha OCyLLIeCTBIEHME OeSATENbHOCTU MO
pacrnpocTpaHeHuo LLUMdPOBabHbIX
(kpynTorpadmn4ecknx) CpeacTs

JInuensuna ®Cb Poccuum
Ha oCyLUeCTBIIeHNE OesATeNIbHOCTH
no 06CNy>XMBaHWIO
wndpoBasbHbIX (KpUnTorpagumyeckmx)

cpencTs .

CemecrbMKaT COOTBETCTBMS
OCT ISO 9001:2008.

CBunaeTenscTBo.
YMOSIHOMO4Y€EHHOM
opraHv3aumm

MwuHucTepcTBa TpaHcnopTta PO

Ha akkpeguTaLuio B 0651aCTy
pa3paboTKM TEXHUYECKMX
NPOEKTOB [00CHALLIEHNS,

CTPOUTENbHO-MOHTaXHBIX M
_NyCKOHanafo4HbIxX pagor,
rapaHTUNHOIO U CePBUCHOI0 OOCNYXMBaHUS
NHXEHEPHO-TEXHNYECKNX CPEACTB
OXpaHbl NOPTOBbLIX CPEACTB

O AHKMLLEHT o\\
: N/ /\'




11| IT-MUHOPACTPYKTYPA

3AKA3YHUK

3A0A4HA

PELWWEHMUE

UEHTP KABACTPOBOM OUErGH
‘ MPHMORCKOND KPAR

LleHTp KapgacTtpoBon
OueHku Mpumopckoro kpas

O6ecneyeHne 0TKa30yCTONYMBOCTH
XpaHeHUst 1 06PabOoTKM AaHHbIX.

YBenn4yeHne o6bEMa AaHHbIX OS5 XpaHeHus,
NMOCTOSIHHBIN POCT KONMYeCTBa 3arnpocoB U
nepexopn Bcex JOKYMEHTOB B 3NIEKTPOHHYO hopmy
BbIHYAWM 3aKka34ynka 03a60TUTbCA HAOEXHOCTbIO
B paboTe CUCTEMbI XpaHEHUSA OAHHbIX.

[ns peluenuns TekyLLmx 3agad n obecreyeHms BO3MOXHOCTU
ObICTPOro paclUMpPEHUs B NEPCNEKTMBE HaLUWN CNeLmManmcThbl
paspaboTtanu 1 BHegpuan 0TKa3oyCTOMUYUBBINA CEPBEPHbLIN KnacTep.

KnacTtep cocTouT U3 AByX cepeepoB, paboTaroLLmx nog ynpasnieHuemM
runepsmsopa Microsoft Hyper-V, noBepx kOTopon pa3BepHyTbl BUPTyasnbHble
cepBepbl AN KOHEYHbIX Nonb3oBaTenen.

,D,J'IFI XpaHeHUA OaHHbIX BHEOPEeHa OTKaSOyCTOIZHMBaﬂ BblCOKOMNpounssoanTesibHas
CX[ Huawei OceanStor 2600 v3, cnyxatias o6LLMM XpaHUI1LLEM L71S BCEX
NHPOPMALIMOHHBIX CUCTEM.

Oco6eHHOCTLIO MPOEKTa CTana ero atanHas peanuaaums. Ha nepsom aTtane 6bin BHEAPEH
onuH cepeep 1 CX[, nponssefeHa NHTErpaums B CyLLECTBYIOLLYIO MHPPACTPYKTYpPY.

Ha BTopom aTane 6binia Npon3BefeHa Murpauns cepencos 3akas4ymka. Ha Tpetbem 6bin
no6aBneH BTOPOM CEPBEP M peLLEeHne NPUHAO 3aKOHYEHHbIV BUA. PaboTbl NpoM3Bognnunch
6€3 0CTaHOBKW AeATeNbHOCTN 3aKa3ynka.

NMPON3BOAUTEJb

Ve

2% Microsoft
HUAWEI

OAKUEHT « & i
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IT-UHOPACTPYKTYPA |12

3AKA34YUK II  Manoni nopr

3AJAHA MocTpoeHne BbICOKONPOM3BOAUTENBHOM CUCTEMbI XPaHEHUS OaHHbIX OJ1S CUCTEMbI
BUAeoHabnoaeHus.

PELUEHWUE Mo pesynbTaTam aKcnayarTaumm CUCTeMbl BUOEOHAONIOAEHNS, CMOHTUPOBAHHOM Halleln

KoMnaHuen paHee, 3akas34nkK ocosHan H606XO,D,VIMOCTb B yBeJIn4eHnn eMKOCTU Braeoapxmea 1
obecneyeHun 6o5ee onepaTnBHOM PadoThbl C HUM C BOSMOXHOCTbIO 3HAYUTESNbHOIO YBENUYEHNS
obbema OaHHbIX B p,aaneﬁLueM.

M3 HecKonbKMX NpensioeHHbIX BapnaHToB 3aka34ymkom 6bIno BbiGpaHo pelleHne Ha 6a3ze CX[
Huawei Oceanstor 2800 V5 ¢ aBymsi nofikamu pacLumpeHust o6LLMM nosnedHbim mectom 230 Th.

Mo uToram nepebIX MecsLEeB dKCMnyaTaLuum HOBON CUCTEMbI KITMEHT OTMETUIN CYLLIECTBEHHOE
yBeNM4YeHne CKOpPOCTM paboTbl C BUAEOaPXMBAMM MO CPABHEHUIO C CUCTEMAMM, MOCTPOEHHbLIMM
Ha cepBepax.

NMPOU3BOAMUTENb
WL Huawe
pr

O AKUEHT « & e
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13 | IT-MHOPACTPYKTYPA

ABdY

3AKA34YUK Ramnrancro DanbHesocTouHblii PeaepanbHblii YHUBEpcUTeT
YHUBEPCHUTET
3AAHA 3awmTa Be6-pecypcoB yHMBEpPCUTETA OT KUGEpYrpos.
PELUEHUE [NanbHeBOCTO4HbIN hefeparbHbIi YHUBEPCUTET B CBOE MOBCEAHEBHOM paboTe UCMoNb3yeT

OECATKM BHYTPEHHUX 1 NMYONNYHBIX BE6-PECYpPCOB, NO3BOJSIOLMX aBTOMAaTM3MPOBaTh
MHOXEeCTBO npoueccoB. Yepes VIHTepHeT cTyaeHTaM JOCTYMHO NPakTUYeCcKu BCE: OT nogaym
OOKYMEHTOB Ha MOCTYMMEHNe N OHNanH-06y4YeHns 00 3anvcy B npadveyHyto. HYtobel npouecc
06Yy4EeHUA N XKN3HEOEATENIbHOCTU YHMBEpCUTETA ObifT HEMPEPLIBHLIM, BaXKHO 06eCneynTb
HaOeXHYo 3aLUnTy oT Kubepyrpos IT-uHdpacTpykTypy YHMBEpcUuTeTa.

[ns 3awmTbl BEO-NPUNOXKEHNI Ha PbIHKE MHAPOPMALMOHHOW 6€30MacHOCTU CYyLLIECTBYET
oTaenbHbIn knacc peweHnn — Web Application Firewall (WAF). B Poccumn Takne peLuexus
Ha3blBalOTCHA MEXCEeTEBbIMM 3KpaHamu yposHs Beb-cepaepa (PCTIK, MNMpodunu 3awmtsl M3,
TMn «[»). Bcero Ha pocCUCKOM pbIHKE NPeacTaBneHo 3 peLLeHns, cepTnnLmMpoBaHHbIX
OCTIK: ato Symantec SGOS, Positive Technologies Application Firewall, KoHtuHeHT WAF.
KomnaHusa «AkueHT», aBnsasack napTtHepom Positive Technologies, 1 nmes 6075bLLON OMnbIT BO
BHeLpeHVV NpoayKTOB AaHHOro BEHAOpA, Npeanoxuna K BHegpeHuto Positive Technologies
Application Firewall (PTAF). PTAF — 370 ka4eCTBEHHOE 1 COBPEMEHHOE peLLleHne, BbICOKO
oLeHVBaeMoe Kak POCCUMCKUMU, Tak 1 MUPOBbLIMU crieuuannctamm no MHPopmaLMoHHON
6e3onacHoctn (Marnyeckui keagpart - Gartner 2015-2017).

[na BHegpeHVa AaHHOro peLLeHus cneumanucTamm KoMnaHum 6bin NpoBeaeH aHanus cetn
3aKasuuka, BbibpaHbl fyyllume BapnaHTbl MHTerpaummn. lNepsoHayanbHO BHegpeHue 6bino
npoBefeHo AN paga MeHee KpUTu4HbIx cepsucoB. PTAF ¢ nepBbix AHen paboTbl Ha nnoLanke
3aKasumka rnokasasno cBo 3P(PEeKTUBHOCTb B 06HAPY>XEHUM 1 NpefoTBpaLleHn atak Ha
Be6-pecypcbl ABDY, ero paboTa 6bin1a BbICOKO OLleHeHa 3aka34mkoM. B HacTosiLLee Bpems
BefyTcs paboTbl Mo rnepesofy Bcex Beb-pecypcos [ABDY nop 3awwmty Positive Technologies
Application Firewall.

Pesynbtatom pabotsl cneumanuctoB OO0 «AKueHT» B [JanbHEBOCTOYHOM dhefepanibHOM
YHMBEpPCUTETE CTano BHegpeHue ceptnduumposaHHoro ®CTIK, coBpeMEHHOrO, HAOEXHOro
N 3(PHEKTUBHOIO peLLEeHUs, NO3BONAIOLLEro 3aLnTUTb BEG-NPUIoXeHns 3akas4mka ot
LLIMPOKOI0 CneKTpa ya3BUMOCTEN.
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Positive Technologies 6onee 17 neT akkyMynmpyeT 3KCNepTHble 3HaHUS NO
npakTn4eckon 6e30nacHOCTN U ABASETCA OOHUM U3 MUPOBbLIX NMAEPOB B 06/1aCTU
KOMMJIEKCHON 3aLLUMTbl KPYMHbIX NHOPMALIMOHHBIX CUCTEM OT COBPEMEHHbIX
Kn6epyrpos. desTenbHOCTb KoMNaHun nuueHanposaHa MmnHo60poHsl Poccuim,
®CB Poccun n ®CTIK Pocemu, npogykums ceptudmumposaHa MMHOG0POHbI
Poccuvm n ®CTIK Poccuu.

NMPON3BOAUTEJIb

~OSITIVE
TECHNOLOGIES
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3AKA34YUK

YnpaBenenue no genam FO n YC no MNMpumopckomy Kparo

3ANAHA EavHbIi Homep «112» — 9TO TenedoH, Mo KOTOPOMY rpaXkAaHe 3BOHAT B KPUTUHECKMX
cuTyaumsax, 6yab TO Noxkap, BbI3OB CKOPON NMOMOLLM Unv nonuuun. NoatomMy BaxXHO ob6ecneynTb
He TONMbKO HaAeXHY paboTy OaHHOro Homepa B pexume 24/7, HO 1 NpeayCMoTpeTb BCe
acnekTbl 6e30nacHOCTM MHdopMaLmmn Npyn 06paboTKe 3BOHKOB rpaXaaH. KomnaHus
«AKueHT» B 2019 rogy nomorna 'O n YC no MNMpmumopckomy kpato npopaboTtaTb
BCE HI0aHChI 3alnThl, pa3paboTaTb U BHEAPUTb CUCTEMY 3aLLUTHI
nHpopmaLmm EguHoro Homepa crnyxobl «112».

N EEEE - —— -
= =
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PELWWEHUE Onepatopbl cucTeMbl EQnHbIN HoMep «112» (No-ApyroMy oHa HaabiBaeTcs VHdopMaumoHHas
cvcTeMa obecrnevyeHns BbiI3oBa SKCTPEHHbLIX OMEPAaTUBHbLIX CIyX0 Mo eAuHOMY HoMepy «112»
Mpumopckoro kpas) paboTtatoT Ha APM Ha 6a3e 0Te4eCTBEHHOW OMepaLmMOHHON CUCTEMBI, YTO
BfleYeT 3a cobou BbIGOP crieunanmanpoBaHHbIX peLleHnin Ang 3aumTbl nHdopmMauuu,
COBMeCTMMbIX ¢ AaHHon OC. Hawwum cneumanuctbl nposenu paboTy no nogoopy noaxogaLmx
CPencCTB 3alnTbl UHpopMaLMM OT HECAaHKLIMOHMPOBAHHOMO AOCTYNa, aHTUBUPYCHOW 3aLLMThI,
[OBEPEHHOW 3arpy3Kku, LWMdpoBaHusa nHdopmaumn npu nepegade no kaHanam ceasu. Bee
CpefcTBa 3almTbl MHpopMaL My 6bIM MPOTECTUPOBAHBLI HA COBMECTUMOCTL, BHELPEHbI U
CKOHpUrypmpoBaHb! [if11 BbINOMHEHUSA TPeboBaHUM AEUCTBYOLLEro 3aKkoHogaTensCcTea B
o6nactn MudopmaumoHHon 6e3onacHocT. BHegpeHne npoBoamnock Nno BCEMY PErNOHY,
opHoBpeMeHHo 6ornee vem no 100 apgpecam B [NpuMopcKom Kpae. NapannensHo cneumanucTsl
KOMMaHun cobpanu BClo MHdopMaLmio, Heo6XoONMYIO Af1A aTTecTaumm CUCTEMBI.

B pesynbTtate pa6otbl cneumannctos OO0 «AKLeHT» 3aKas4uK B nvue YnpasneHus no genam
FO n YC no Mpumopckomy Kparo NosyHun 3allmLEeHHYI0 MHAPOPMAaLMOHHYIO CUCTEMY, FOTOBYHO
K npuemy 1 o6paboTke 3BOHKOB rpaxaaH B KPYriloCyTOYHOM pexnme, COOTBETCTBYIOLLYIO BCEM
TpeboBaHMAM POCCUNCKUX PErYNATOPOB B 061aCTV MHAOPMALMOHHON 6€30MaCHOCTMU.

NMPON3BOAUTEJb

p— \
infotecs ’\'{G’S\’ KOL BEE30MNACHOCTH
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3AKA3YHUK

SAJA4HA

PELWWEHUE

0

MOMU
gOKYMEHTbI

MHorocyHKLMOHaNbHbIA LEHTP
MpumopckKoro Kpas

Y EHHbIE
W MYHULMNANLHBIE YCRY

O6begunHeHne TenedOHHbIX CTaHLMA BCEX
nogpasaeneHui B NpuMopcKoM Kpae B enHoe
HOMepHOoe none.

Bo Bcex yupexpeHuax MOL n «Mown goKkyMeHTbI»
6b1IM YyCTAHOBMNEHbI TENEOHHbIE CTaHLUK
Panasonic paznu4Hbix Mmogenen 1 rogos Bbinycka.

Bbina npogenaHa orpoMmHas pa6ota no ayguTy TekyLero coctosiHusa 6onee 30 TenedOoHHbIX
CTaHUWn, O6HOBMNEHMIO NMPOLLMBOK.

B cxxaTble cpoku 6b1510 NPON3BEAEHO OOYKOMMIEKTOBaHME HEO6X0AMMbIMU NfaTaMm 1
NMUEH3MAMN, a Takxe 6blf1a NPoM3BeAeHa YCTaHOBKAa AOMOSTHUTENbHbIX LLUMO30B A1
ONTMMM3aLUnM CTOUMOCTU MEXZYFOPOAHNX BbI3OBOB U MCXOOALLMX 3BOHKOB Ha MOOGWUIIbHbIE
TenegoHbl rpaxgaH. Takxe MogepHM3aLumsa no3sonuna o6opyaoBatb TeNEOHHON CBA3bIO
MUHK-0pmnChl «Mown [IoKyMeHTbI», CO3AaHHbIe B CENbCKUX MoceneHunsx, 6e3 nogseneHus

K HAM OTOENbHbIX TeNedOHHbIX IMHWUIA OT ONepaTopoB CBA3M.

Mocne npoBef&HHbIX HALLEe KoMMaHen paboT 3aTpaTthbl Ha MEXAYropofHWe Neperosopsbl
MeXxay oTaeneHnsMu «Moun JOKYMEHTbI» CBEMUCH K HYSI0 3a CHET BO3MOXHOCTU NPSAMOro
3BOHKA HaXOOALLMXCH B pa3HbIX rOPoAax COTPYAHMKOB Apyr Apyry. 3atpaTskl Ha onnaty
3BOHKOB Ha MOBUIIbHbIE TeNedOHbl YMEHbLUUIINCL B HECKOSBKO pas 3a CHET
NCnonb30BaHMs O6LLIEro KaHarna CBfA3n BCEMU
oTaeneHnsaMmn «Moun [OKYMEHTbI».

O AKUEHT « & e
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NMPOU3BOAUTEJb

CokpaTunnacb NOTPe6HOCTb B MECTHbIX TENEdOHHbIX NIMHUAX BO BCEX odhmcax, yny4umnacb
CKOpOCTb O0TBeTa ornepaTopos call-LeHTpa 3a CYET LeHTpanusaumm TOYKU npuéma 3B0HKOB
1 BO3MOXHOCTM BbICTPOro nepesoga Ha noboro cotpygHmuka MOLL MNpumopckoro kpas
He3aBMUCUMO OT TEPPUTOPUATBHOM NMPUHAASIEXHOCTH.

B HacToswee Bpems cpepgcteamu ATC Panasonic BbinosnHAETCs nepeBo coTpyaHmkos MOL|
Ha OMcTaHLUMOHHY0 paboTy U3 foMa 6narogaps akumm ot Panasonic Ha npepoctasneHve
6ecnnaTtHoro oyHKUMoHana MobusbHblx aboHeHToB ans ATC cepui
KX-NS500/NS1000/NSX.

OAKUEHT « & i
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3AKA34YUNK HPHI\EIJ@YI’I]HI: OAO «lMpuMopcKyronb»
3A0AHA OpraHu3aumus 6ecrnpoBOaHON CETW Ha TEPPUTOPUMN CKIAA0B M OTKPbITLIX MNIOLLAAO0K.

PELLUEHUE OAO «[MpuMOpPCKYrosb» ABNSETCA OOGHUM U3 BedyLnX yrinenoosisarolmx 06bequHeHnn
HansHero Boctoka. CosgaHo 18 mapta 1943 r. Ha 6a3e Bcex yrnenobbiBatoLLmx
npegnpuaTun MNMpumopbs.

[ns opraHu3auum 6ecnpoBofHOro Aoctyna 3akas4vumKy 6biio NpeanoXxeHo o6opynoBaHue
OQHOro M3 MMPOBbLIX NMAEPOB B 0651aCTN 6ecnpoBoHbIX ceTen — komnaHum Cisco Systems.
PeLueHne coctoano na 16 Todek goctyna yaM4YHOro UCNOSIHEHNSA U KOHTPOJ1EPOB
6eCcnpoBOAHOM CETW.

[nsa cBA3M KOHTPONNEepoB € ToOYKaMu JOoCTyna 6bina NocTpoeHa ONTOBOSIOKOHHAS CETb
NPOTSXXEHHOCTbIO 60s1ee 1,5 KMNIOMETPOB, YCTAHOB/EHbI MPOMEXYTO4YHbIE KOMMYTALMOHHbIE
y3Ibl H2 OCHOBE YNIMYHbIX TEPMOLLKAOB CO CTeneHbio 3awnTbl IP66.

CnoxHocTu B JaHHOM npoekTe fobasnsna Heo6xoaMMoCTb NPoKnaaxku no4tn 600
METPOB JIMHUM CBA3M Yepes 60M0TO — AN1A 9TUX Lenen cneynansHo Obinv
YCTaHOBIEHbI OMOpbl, NPUMEHSANACH CreLTexXHUKa.

Bcsa cuctema nogkrto4eHa Yepes UCTOHHUKM 6ecnepebomnHoro

NUTaHUA, YTO rapaHTUPyeT 6ecnpepbIBHOE NpefocTaBfieHne
CBSA3U A1 KOHEYHbIX NOTpebuTenei.

NMPON3BOAUTEJb

ST
CISCO.
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3AKA3YUNK  AO «ATA-KoHCTpyKuus>»

3A0AHA OpraHu3auus 6bICTPON U HaLEXHOW CUCTEMbI PE3EPBHOMO KOMMPOBAaHNSA AAHHbIX.

PELWUEHUE [ns opraH13aLmm pe3epBHOro KONMPoBaHUs JaHHbIX C BUPTYaslbHOM
NMHGPaCTPyKTypbl Ha 6a3e Microsoft Hyper-V Hamu 6b1510 NpeanoxeHo
KomnsiekcHoe pelueHne Ha 6ase O Veeam Backup&Replication 9.5 Enterprise
1 cneumanmM3npoBaHHON CUCTEMbI XpPaHEHUS pPe3epBHbIX KOMuiA
DELL EMC DataDomain DD2200.

Veeam Backup&Replication 9.5 n DELL EMC DataDomain DD2200
B3aMMOOENCTBYIOT MO 3alyuieHHoMy npoTtokosly DDBoost, no atomy npoTtokony
MOryT pabéoTaTb TONIbKO cneuunanuanpoBaHHbie MO, noaTomy BCe CO3faHHbIe
pe3epBHble KOMMM 3aLLUMLLEHbl OT PacNpPOCTPaHEHHbIX B HaLle BpeMs
BMpPYCOB-LUNppoBansLukoB. Takxe cuctema DataDomain nmeet doyHKLMOHAnN
fepynnvkauumn Ha 6a3e CO6CTBEHHOMO anropuTma, YTo No3BOSIAET KpanHe
3hPEKTUBHO NCNONBb30BATL MECTO XPaHEHUS.

B pamkax npoekra 6bina passepHyTa «neco4Huua» SureBackup cpegcrteamm

MO Veeam Backup&Replication 9.5, koTopas cnyxuT gns asToMaTtu4eckon
NPOBEPKM Pe3ePBHbIX KOMUN, T.€. KaXAblN AeHb NOC/ie OKOHYaHUs pe3epBHOro
KOMMPOBaHWSA B «NeCcoYHULEe» pasBopavnMBaeTCsi NoCnefHas Konmsa Kaxaomn
BMPTYasibHOW MalLMHbI, U pa3HbIMK cpeacTBamMun NpoBepseTcs paboTocnocobHOCTb
CaMOW BMPTYasnibHOW MalUWHbl U BHYTPEHHUX CMYyX6, HAXOOALLMXCA Ha 3TON
BUPTYyasrbHOM MaLLUuHe.

OAKULUEHT « & e
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B pe3ynbTaTe npoekTta 3akas4ymK NosyHus HageXHy0 CUCTEMY PE3EePBHOIO KOMMPOBaHWS,
KOTOpas 3almLlaeT MHPPaCTPYKTYpYy OT KNOEPYrpo3 N PUCKOB YTEPU KPUTUYHON
MHdopMaLmn.

NMPOU3BOAUTEJb

a5 Microsoft VeeAM
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3AKA3YHUK
SAOAHA

PELWWEHUE

NMPOU3BOAUTEJb
infotecs KOH TecHNGLosIES a Dr.WEB

NMpumMmopckKoe necHM4ecTBO

ONEeKTPOHHbIV [OKYMEHTOOB0POT MeXAY OpraHaMu UCTMONHUTESIbHOW BnacTy Mpumopckoro
Kpasi, a Takxe BCEMW 3anHTEPECOBAHHbIMUN OpraHM3aLMsMn OCYLLIECTBIISIETCS Yepes
PervoHanbHyto cuctemMy MeXBeLOMCTBEHHOMO 3NIEKTPOHHOIO JOKYMEHTO060pOTa, UM KOPOTKO
PCM3[1. 310 pacnpeneneHHas nHGopmMaLmMoHHas cuctema permoHansHoro macwitata, ans
NOOKIOHYEHNSA K KOTOPOM HEOBX0AMMO COOTBETCTBOBATb TPe6OBaHMAM MHGOPMALMOHHON
6e30MacHOCTU, 3ajlaBaeMbIiM ONepaTopoM CUCTEMbI — VIHhOPMaLMOHHO-TEXHONOMMHYECKUM
ueHTpom Mpumopckoro kpas (UTL MK). B npowwnom cneuynanmctel OO0 «AKLEHT» nomMoranu
UTL Mpumopckoro kpas B ATTectaumm gaHHON cUCTeMbI Mo TpeboBaHusaM Npukasa

OCTOK Ne17 ot 11 cheBpans 2013 r. A B 3TOM rogy kK Ham obpatunocs Nprumopckoe
JIECHMYECTBO 3a MOMOLLbIO B BbINOSHEHUN TpeboBaHWIA A1 MOOKTHYEHUS TUMOBOIO CerMeHTa
PCM3[.

Tpeb6oBaHua ana nogkntoveHns PCMO[ BbIrnagaT crnegyowmm o6pasom:

pa3paboTka NpoekTa opraHM3aLnoHHO-PacnopsaauTenbHOM fgokyMmeHTauumn (OPL);
BbIGOp, YCTAHOBKA M HACTPOWMKa CPEACTB 3aLUUTbl MHPOPMaLMN B COOTBETCTBUM

C TpeboBaHUAMMU;

NoAroToBKa 3ak/to4eHMsA O COOTBETCTBUM TUMOBOIrO CErMeHTa TpeboBaHMAM Mo
MHOPMaLMOHHOM 6€30MacHOCTM.

B cny4ae NprMopcKkoro necHuyecTsa 3afaqva yCrnoXXHAETCS - BbINOMHUTL TpeboBaHNS
HY>KHO BO BCex 14 dounmanax opraHnsaumm, pasépocaHHbIX Mo Kpako oT TepHes fo
BnagumeocTtoka. Cneumanictamm Halle KoMnaHum 6binn BbINOSTHEHbI
BCe paboTbl NO YCTAHOBKE N HACTPOKKE CPEACTB 3aLLMTbl MHGOpMaLIMK
BO BCcex dhunmanax opraHn3aumm, paspaboTaH MosHbIA KOMMIEKT
JOKYMEHTOB Ha CErMEeHT, U COENAHO 3aK/Ho4eHNE O
COOTBETCTBUM TUMOBOIO CErMeHTa TPe60BaHUAM Ha
nogkntodyeHne k PCM3[. B pe3ynbTtaTe NpuMopckoe
NECHNYECTBO B KpaTyanLume CpoKM CMOrfo
nogkntounTbest K PCM3[ MpumMopckoro kpas.

OAKULUEHT « & el

A — o



IT-UHOPACTPYKTYPA | 24

3AKA3YHUK

3A0A4HA

PELWWEHUE

NMPOU3BOAUTEJb

& TeppuTopuanbHbIi GoHA

4 0653aTeNbLHOro Mepu UMHCKOro T¢o M c n K

cTpaxoBaHns MPUMOPCKOro Kpas

MocTpoeHne 0TKa30yCTOMHYNBOIO CEPBEPHOrO KnacTepa.

[ns obecnevyeHnss 0TKa3oyCTOMUNBOM paboThl CEPBUCOB N HAOEXHOIO XPaHEHUS AaHHbIX
HaLlen koMnaHuen bbina CNpoeKTUpoBaHa 1 BHELPEHA OTKa30yCcToMYMBasa cepBepHas
cucrtema.

B pononHeHune K yxe cyLlecTByloLleMy y 3akasdymka 060pyaoBaHUio, B CEPBEPHYIO
WHGaCTPYKTYpy 6b1n10 fgobasneHo cepeepHoe wacceu Fujitsu PY CX400 M4,
YKOMM/IEKTOBaHHOE YeTbipbMs cepepamm Fujitsu PY CX2560 M4 n ggyms
onTuyecknmmn Kommytatopamm Fujitsu G610, paboTaroLmmm nog ynpasneHnem
cuctembl Buptyanmsaumm VMware. NoBepx cuctemsl BUpTyanusaumm obinm
3anyLLleHbl BUpTyanbHble cepBepbl Ans HyX 3akasyvka.

Ons xpaHeHusa nHdgopmaumm BHegpeHa CX[I Fujitsu Eternus DX200 S4.
OHa cny>XuT einHbIM 0TKa30yCTON4MBbIM MacCMBOM [5151 BCEX CepPBEPOB CUCTEMbI.

B paMKax KOHTpaKTa ObInn npon3seneHbl paGOTbI no noatanHomy
BHeOPEeHU CUCTEMbI U nNpoBeneHNI0 MUrpaunn BMpTyasbHbIX
cepBepoB N AaHHbIX 3akasumka Ha HOBYIO CUCTEMY.

(e8]
FUJITSU
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3AKA3YHUK

3A0A4HA
PELWEHUE

o

J YnpaBneHue 3eMsSIMU U UMYLLIECTBOM Ha Tepputopum MpumMopckoro Kpasi

MocTpoeHne 0TKa30yCTOMHMBOrO fApa CeTU, Co3haHue Knactepa Ans BUpTyanusaumm.

Poccuiickne opraHbl BNacT U MECTHOIO caMoyrnpaBieHus Bce 60rbLUe BBOAAT B CBOKO
NOBCEOHEBHYIO XM3Hb COBPEMEHHbIE LdpoBble TexHonorun. B Y3W noctosHHO pacTeT o6bem
[OaHHbIX Kak ons onepatuBHOW paboThl, Tak 1 A5 JONIFOBPEMEHHOMO XpaHeHUs B LUAPOBbLIX
apxuBax. 310 KapTorpaguyeckas MHHOpMaLMs, INEKTPOHHbIN JOKYMEHTOO60POT, nepennucka
C ApYrMMu rocyfapCcTBeHHbIMM opraHamMu. HacTb 3Tux AaHHbIX ABNSETCA KOHDUAeHUManoHom
MHpopmMaumen. MNMoYT BCe OHN — KPUTUYECKU BaXKHbIE U NOTEPS X HEAOMNYyCTUMA.

[ns obecne4veHnss 3TUX MOCTOSHHO PacTyLLUMX TpeboBaHUI HamMu Bbina CrpoeKTUpoBaHa u
BHeJpeHa 0TKa3oyCcTon4mBas cucrema Ha 6ase obopynoBaHua komnaHmin Huawei u Fujitsu,
cocTosLLas U3 OByX KOMMYTaTopoB siipa CeTW, CUCTEMbI XpaHeHWs OaHHbIX U KracTepa 13
Tpex cepBepos.

KomMmmyTaTopbl fapa ceTn cobpaHbl B «CT3K» 1 paboTaloT B peXUMe pe3epBupoBaHns apyr
Jpyra Kak eguHoe yctponcTeo. NponsseneHa HacTporka VLAN, Tpadduvk pacnpegeneH no
npuopuTeTam Ansa ob6ecnedeHns paboTbl CEeTEBbLIX CEPBUCOB 6€3 3aepXKeK.

Tpw cepepa 06befiMHEHbI B OTKAa30yCTOMYMBLIV KnacTep nog yrnpasfieHuemM CUCTEMbI
BupTyanusauun Microsoft HyperV 1 nogkntoyeHsl B 94p0 ceTw.

Cuctema xpaHeHus ganHbIx Fujitsu Eternus AF250S2 cnyXut o6LmMM 0TKa30yCTONUMBBIM
XpaHunuLLem Onsa BCero Knacrepa cepsepos.

B pamkax KoHTpakTa Takxe 6blfia Npou3sefeHa HacTpomnKa npaBuil KOHTEHTHOM U MEXCEeTEBON
hvnbTpaumm 1 cucTeMbl NpegoTBpaLLeHNs BTOPXXEHWUIA, BbINOHEHbI TPEOOBAHUA
OCTOK — ycTaHOBKA U HacTporika CepTUnLMpPOBaHHOro cpefcTea 3awwmtbl (MCI).

NMPOU3BOAUTEJb

W2 Huawer FUﬁTSU
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3AKA34YUK J YnpaBneHue 3eMAsMyM U UMyLLLECTBOM Ha Tepputopum Mpumopckoro Kpas

3A0A4HA MOHTaX CTPYKTYPUPOBAHHOW KaGesibHOW CUCTEMbI, MOJEPHN3ALMA CUCTEM
BWEOHABIIIOEHNS N KOHTPONS AOCTYNa.

PELWUEHUE B pamkax npoekrta 6bina noctpoeHa CKC Ha 135 noptoB kateropum 5e. Pa6o4me mecta
NMOMWMO CIaBOTOYHbIX MOPTOB OCHALLEHbI ANIEKTPUHECKUMM PO3ETKAMU, NMOAKIIIOYEHHBIMMA
B BbIEJIEHHYIO CETb aNeKTponuTanms. [Ons obecneyveHuns 31eKTPONUTaHns 6bimm
CMOHTMpPOBaHbI HOBble pacnpenenvTenbHble WKTbl NpondeoacTea Schneider Electric,
nogkno4YeHHble Hanpsmyto B PLL n K cucteme 3asemrneHus.

lMponssegeHa mogepHM3aLms cuctem 6€30nacHOCTU: 060pyA0BaHbl CUCTEMOWN KOHTPOS
JocTyna ewle 5 To4ek npoxoda, yCTaHOBMAEH NporpaMmHbIn Komnneke OpuoH-Ipo, Ha
KOTOPbIN 6bIN NOAKAYEHbI 127 NpnGOpPOB.

B cuctemy BugeoHabnogeHns 6biim go6asneHbl 5 yAMYHbIX 3alUULLIEHHbIX
Buaeokamep Hikvision.

B cepsepHOM nomeLleHnn gobasneH
TEeNeKOMMYHMKaLMOHHbIN WwKad SignaPro.

NMPON3BOAUTEJb

ArPC

by Schnaider Elactric
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BoeHHas

npokypartypa
TO®

3AKA34YUK

3ANAHA O60pyaoBaTh BHOBL CO3gaBaemoe nometleHve LIO
cucrtemMmamMm BeHTunaumm 1 I'IpeLI,I/I3|/IOHHOrO
KOH,U,VILI,I/IOHMpOBaHVIﬂ.

PELWLEHUE B coOTBETCTBME C NPOEKTHOM JOKYMEHTaLMEN ObIv NOCTPOEHbI,
cAaHbl B 3KCNyaTaumio U B3aTbl Ha fasibHelllee TEXHNYeCcKoe
o6cnyXnBaHWe CUCTEMbI BEHTUASLUMM U MPELNINOHHOMO
KoHauunoHnpoBaHus LleHTpa O6paboTkm [aHHbIX.

Cuvctema KOHAMLMOHMPOBAHMWS NOCTpoeHa Ha 6a3e ABYX NPeLn3nNOoHHbIX
MaLumH CCD 151A na3BecTHoM HemeLKon koMnaHum Stulz.

MpoekTHOE peLLeHNe NpegycMaTpUBaET NapansiefibHyo paboTy ABYX KOHOMLMOHEPOB
B PEXMME «FOpSHeEro» pe3epBmMpoBaHmns. Hannyve B cucteme napoyBnaxHUTENEN
Mo3BOJIAET KOHTPONIMPOBATL Kak TemrepaTtypy, Tak U BIaXKHOCTb BO3ayxa.

CucTtema NpUTOYHO-BbITSXKHOM BEHTUNSALMM NOCTpPOoeHa Ha 6a3e MalumHbl Zenit-200 HECO.
lMocne MoHTaxa 6b1M NPON3BEAEHbI UCMLITAHWUA C CUMYNSALMEN HArPY3KK, YTO MO3BONNIIO
3akas4umKy [0 nepeBofa B «60EBON» PEXMM yOeanTbCA B COOTBETCTBUM 3aSABIIEHHbIX
XapaKTepPUCTUK LENCTBUTENbHBIM.

Mocne OKOHYaHWA NPOEKTA CMOHTMPOBAHHbIE CUCTEMbI ObINN MPUHATLI HA TEXHUYECKOE

06Cny>XMBaHME, YTO NO3BONT 3aKa34nKy COXpPaHUTb paboToCnoCO6HOCTL 060PYAOBaAHMS
Ha BCeM nepuope cnyxosbl.

NMPOU3BOAUTEJb

STUILZ
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3AKA3YMK  SIEMENS o enc dunane

@®UHAHCBI U NTU3UHT

3AJAHA MoHTaX pe3epBHOI CUCTEMbI KOHAMLMOHUPOBAHUS B CEPBEPHOM MOMELLIEHUN.

CumeHC PUHAHC - TM3MHIoBask KOMMaHWA C MHOCTPaHHbIMU UHBECTULIMAMM,
PELWWEHUE NpenoCTaBAAoLLAas PeLleHus 418 NpUoGpeTeHns 060pyA0BaHMS, TPAHCMOPTa U TEXHUKM

pasfnmyHbIX NPOU3BOAMNTENEN, a TaKKe 060pyA0BaHUA N KOMMIEKTYHOLLNX «CUMEHC»

Ona MOAepHM3auum 1 gurntanusaumm npomMbiwneHHocTn. CepBepHoe NomeLLeHne

Ons oMHAHCOBOW OpraHM3aumm — 04HO M3 Hanbonee BaXxKHbIX MecT. OT 6e30TKa3HoM

6e30CTaHOBOYHOM paboThl IT-cepBMCOB HaNPSMYIO 3aBUCUT BCA AeATENIbHOCTb TakMX

KOMMaHWIA.

MocunTaB pUCKM OT BO3MOXHOMO MPOCTOSA, HAaLLl KNUEHT peLunn caenartb Oy6nupyoLLyo
CUCTEeMY KOHAULIMOHNPOBAHUA B AOMOMHEHUN K Y>Ke MMEIOLLIECH OCHOBHO, MOCTPOEHHOMN Ha
6a3e NPeLM3nNOHHOro KoHAMLMOHepa.

B naHHOM npoekTe He npegnonaranack NOCTOSHHASA paboTa pe3epPBHON CUCTEMBI
KOHOMUNOHMpPOBaHUs. MoaToMy 3akasumk NpuHSAN peLleHe NPUMEHNTb MOYNPOMbILLIEHHYIO

cucTemy, coctosiLyto n3 asyx mawmH Daikin FAQ100B, o6beQnHeHHbIX Yepes o6LLumi

KOHTposnnep. HecMoTpsa Ha OTHOCUTESBHYIO MPOCTOTY 3TUX KOHOULMOHEPOB, OHU

3apekoMeHaoBanu cebs Kak HafeXHble arperartbl, YCTONYMBbIE K HALLIEMY KMMATY.

OTQenbHO CTOUT OTMETUTL, YTO B AaHHOM NPOEKTE BO3HMKIIO MHOMO CITOXKHOCTEN

C opraHusaumen Tpacchbl — pa3HuLa B YPOBHE pacrosioXXeHUs 6510K0B
cocTaBuna no4tn 6 aTaxen.

Onsa nutaHna pesepBHon CUCTEMbI KOHONLMOHNPOBAHUA TaKXe ObInn

caenaHbl otTaesibHble IMHUW MUTaHUA OT NMaBHOIO
pacnpenennTesibHoro wuTta 3gaHus.

NMPON3BOOUTEJb Vbaixkin
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3AKA34YUK

3AOAHA

PELWWEHUE

" MeracpoH

MEra®@oH

MogroToBka NnoMeLLeHUs K MOHTaXxy

.
3NEKTPOTEXHUYECKOr0 060PYA0BaHMS 3 - m MEr Am 0 H

3akasynka, MOHTaXX 060pynoBaHUS. ' Bynyliee 3aBUCHT ¢

3dBUC)

Mo 3apgaHuto 3aka3ymka Halla KoMnaHus
0omKHa 6blna Npou3BecTn paboThbl No
npeBpaLLeHnio 06bIYHOIO NOMELLIEHUS B MECTO Ans
yctaHoBku Hosoro VMBI ana mawuvHHoro 3ana. beinm
npoBefeHbl 06LLEeCTPOUTENbHbIE PAOOTLI MO LUTYKATYPKe

N oKpacke NoMeLLeHUs, rTMapon3oNnsaLnn N yCTaHOBKE ABEPEN,
MOHTa)XXy CUCTEMbI BEHTUNALMM.

[na nogkntoyYeHns Harpy3kmn 66110 OpraHM30BaHO NOOKMYEHVE OT OBYX
cekuumii BPY HoBoro BBogHOro wuta Ha 250 amnep.

B HoBbI LUKUT 6bIn noakntodeH MBI Relio MST160 ¢ oToenbHbIM BHELLHUM
6aTaperiHbiM LWKadgom.

OT WBI 66111 Npono>xeHbl HOBbIE IMHUK, MOOKIIOYEHbI YETbIPE pacnpesenuTenbHbIX
LKada B NoMeLLeHn MaLlMHHOro 3ana.

BbInv CMOHTUPOBaHbI IBE CUCTEMbI KOHAMLMOHMPOBAHUS MOLLIHOCTBIO MO 8 KMMoBaTT Kaxkaas,
padoTaloLlune B pexrMe pesepBrupoBaHus. [ns nuTaHna BcrioMoraTesibHOro 060pyaoBaHus
6bINN OpraHM30BaHbl OTAESbHbIE 3NIEeKTPUYECKUE LNTLI.

OAKUEHT « & i
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NMPON3BOAUTEJb

PZ]fIE"O ups
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3AKA3YUK q sollers Maszpa Connepc MaHydakuypuHr Pyc

3AOAHA MocTpoeHne CTPYKTYPUPOBAHHON KabesibHOM CUCTEMbI B CTPOALLIEMCS! LiEXE.

PELUEHUE Maspa Connepc MaHydakuypuHr Pyc - kKomnaHus, cTpaTternsa KOTopor HamnpasneHa
Ha OOCTMXEHME U Yaep>KaHue Naepckux No3nLMn Ha pbiHKE NacCaXMPCKUX U NErknx
KOMMepYeckmx aBTomobunen B Poccumn n ctpaHax TaMOXeHHOro cotosa. Peanmsaums
NHOYCTPUasibHbIX MPOEKTOB OCYLLIECTBIIAETCA Ha COOCTBEHHbLIX MPON3BOACTBEHHbIX
nnowagkax Bo BnagnsocTtoke.

O AKLEHT « & i
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PELWWEHNE Connepc — NOCTOSIHHO pasBuBatoLLascs opraHmsaums. B 70T pas Halla koMnaHus y4actesoBana
B CTPOUTENLCTBE HOBOIO Liexa B Ka4eCTBE NOoApsSAYMKa B MOCTPOEHNM CNaboTOYHOW

WH(PPaCTPYKTYpbI.

B Haww o6bem paboT Bxoguna CTpyKTypupoBaHHas kabenbHas CUCTEMaA U OpraHn3auuns
CEepBEPHOro NOMELLIEHMS.

CKC cocTtosana ua 6onee 4em 250 nopToB Kateropmm 6, 21 kunomeTpa kabens kateropmm

6, 3 KUOMETPOB ONTMYECKMX MarncTpanen. MNpu NoCcTpoeHnn 6bInn UCNOMb30BaHbI
KOMMOHeHTbI NpoussofcTea komnaHum Hyperline. B CKC nmetoTcsi cerMeHTbl, BbINOSIHEHHbIE
Ha MHAYCTpManbHOM 060pyA0BaHUN CO CTEMNeHbIO 3almThbl IP66 1 NOBbILLEHHOW MeXaHUYeCKon
CTOWKOCTbIO.

CepBepHoe nomeLLieH1e NOCTPOEHO Mo BCeM HopmaTneaM, 060pyA0BaHO CUCTEMON YpaBHMBaHMS
noTeHUManos, anbLUNOOM, MPUTOHHO-BBITSXKHON BEHTUNALIMEN, NOXaAPOTYLLEHUEM.

Ons KOHOUUWMOHNPOBAHWNS CEPBEPHOIO NOMELLIEHMS MPUMEHEHA BbICOKOHAAEXHasi CMCTeEMa C
OBYKpaTHbIM pe3epBUpoBaHMEM Ha 6a3e ABYX NPELM3NOHHBLIX KOHANLMOHEPOB HEMELIKOW
komnaHun Stulz CCD 131A.

[na 6ecrnepe6boHOro NUTaHMsA Harpyskm yctaHoeneHol gga MIBIN APC Smart-UPS On-Line
MoLLHoCTbIo Mo 20KBA kaxabin. Bl paboTatoT B pexxume ABYKpaTHOro pe3epBrpoBaHus.

[ns pasmeLLeHns cepBepoB N akTUBHOTO 060pyA0BaHUA YCTaHOBIEHbI LUKAMbI
APC NetShelter SX 42U — ogHu 13 ny4yLLnx B CBOEM CErMeHTe.

NHTepecHbIM OMbITOM AJ15 HALLEn KOMMAaHUK STOT NPOEKT CTas He M3-3a CMOXHOCTU pa6oT npu
BbICOKWX MOTOJMKax B LiEXy Unu napansiefisHol paboTbl C MHOXECTBOM CMEXHbIX NMOAPSAYMKOB,

a no Npu4nHe OCOBEHHOCTEN OKYMEHTOO60pOTA M NoAxXoda K MPUEMKE NPoeKTa OT 3akasuuka,
KOTOPbLIN BeST OTYETHOCTL Neper CBOMMU AMOHCKMMU NapTHepamu.

NMPON3BOAUTEJb

STULZ APrPC

. by Schneider Electric
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3AKA34HYUK

3A0AHA

PELWWEHUE

r TPAH3HT o000 «TpaH3uT»
Snoneguposaiess i forwensa

MpoekTnpoBaHue n npoknagka CKC B HOBOM OOMCHOM 34aHUN 3aKa3ymKa.
MepeHoc ceTn 1 IT-nHDpPaCcTPyKTypbI.

[ns opraHnsauum HopmarsnbHOM paboTbl KOMMaHUK Nocne nepeesia B HOBOE MNOMeELLiEeHne
3aKasuunk 3apaHee 3aKasas NPoeKTUPOBaHNE N MOHTaXX HOBbIX 3NTEKTPUHECKUX U
CnaboTO4HbIX CeTeN, CUCTEMbI OCBELLIEHUS B COOTBETCTBUM C 6yayLLen paccagkon
COTPYLHWKOB.

Hamu 6bina cnpoekTMpoBaHa 1 cMoHTMpoBaHa CTpykTypupoBaHHas KabenbHaa Cuctema
Ha 6onee 4Yem 120 pabounx mect. CKC cocTtouT 13 crnaboTo4HbIX MOPTOB KaTeropun 5E n
3M1IEKTPNYHECKUX PO3ETOK BbIAENIEHHOIO MUTaHUSA, BCE KOMMOHEHTbI CUCTEMbI MPON3BOACTBA
dopaHuy3cKkon komnaHum Legrand.

Bb1no NONHOCTLIO NOArOTOBNEHO CEPBEPHOE NMOMELLEHNE NSt IEPEHOCA UMEIOLLLErOCs Y
3akas4nka cepBepHOro 1 KOMMYHVKaLIMOHHOMO 060PYA0BaHMs, 6bIMY NOArOTOBIEHLI NIMHUM
ANt NOAKIOYEHWS yCryr NpoBaiifepoB CBA3W.

Pa6oTbl no co3gaHuio SNeKTPUYECKON CETU BKITOHaNn B Ce65 MPOTAXKY KaberbHbIX
JIMHUA, MOHTaX 3N1EKTPOLLMTOB, NoAKtoYeHne 185 cBeTUNbHUKOB. LLUnTbI
NOAKI0YEHbI OTAeNbHbIMU NnHUAMK B IPLL 3paHus, Bce nuHum
NPOTECTMPOBaHbI HE3aBUCMMOW nabopatopuen Ha

Hann4mMe KOpOoTKOro 3aMblkaHus
W LUEeNOCTHOCTU U30NALMMK.

OAKUEHT « & i
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Bce cnaboTo4Hble NopThl MPOTECTUPOBAHbI KabesbHbIM aHanM3aTopoM Ha COOTBETCTBUE
kateropun 5E.

Mepee3n coTpyoHMKOB 3akas4umka npoLues no rpaduky n 6e3 npobnem.

NMPOU3BOAUTEJIb

L1legrand’

TRANSIT

Forwarding & Logistics

www.transitlic.ru
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3AKA34YUNK ﬂucc \'3.) [JanbHeBOCTOYHbIN LIEHTP CYAO0CTPOEHUS U CYAOPEMOHTA

3AOAHA O60opynoBatb 06LLLEeCTBEHHOE NPOCTpaHCTBO «HabepexHas Llecapesnya» cuctemoin
B3UMaHUs nnatbl 3a NapKoBKY.

«HabepexHas Llecapesunya» — 4acTb 6biBLLEN TeppuTOpUn 178-ro CyaOPEMOHTHOrO 3aBofa.
Ee nepefgenanu nof HOBbIE 3anNpockl ropoAa U OTKPbINY Ans CBOOOAHOMO NOCELLEHUS
K 125-neTuio Janb3asoga.

PELUEHUE CoBmecTHO co cneuunanucTamm 3akasynka 6b110 pa3paboTaHo NPOEKTHOE peLLeHne, KOTopoe
BKJ1OHAN0 B Ce65 OpraHM3aumnio CUCTEMbI OrpaHMyYeHns Npoe3aa v onnaTbl NapKoBKK, a Takxe
ceTen cBa3n ang ee paboTbl.
Cwuctema gomkHa 6bina cocToATb M3 rpynn wnar6aymoB Ha BbE3[ U Bble3[,
TepMMHANOB AJ1s onnatbl M NocTa oxpaHbl. B npouecce peanusauun, 6b110 peLLeHo
OTJIOXMWTb BHEJPEHNE CUCTEMbI aBTOMATUYECKOM onnartbl Ha 6oree
no3gHuin cpok. B npouecce peanusaumm npoekTa 6bn NPOsIoXeHbl ONTUYECKue
JIMHUM CBSA3W, KOTOpble 6yayT NCMNONb30BaHbl AJ1s1 CUCTEMbI OXPaHHOIO
BMAeOHab0AeHNA N OpraHmM3aLmnmn CUCTEMbI LUMPOKOMOSIOCHOIO
OOCTyNna B UHTEPHET.
O6opynoBaH yTenneHHbINn NOCT OXpPaHbl, HA 6ETOHHbIX
OCHOBaHMAX CMOHTUPOBaHbI LUniaréaymei.
[MpenycmoTpeHa BCs MHGpaCTPyKTypa Ans
BO3MOXXHOCTMW ONEpPaTUBHOM YCTaHOBKM
TepMuUHanNoB 6e3HanNnYHoOn onnathbl.

NMPON3BOAUTEIJIb

HIKVISION Q

CAME
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3AKA34HYUK II Manbiinopr
3AOA4HA OpraHusauus noxapHow curHanMaawmm nopToBoro cpeacTea.
PELUEHUE KomnaHusa «AKLEHT» SIBRISIETCA opraHn3aumen, akkpeautosaHHoM MUHUCTEPCTBOM TpaHcnopTa

P® Ha NnpoeKkTUpoBaHWe 1 OCHalLleH1e NOPTOBbLIX CPEeACTB MHXXEHEPHO-TEXHUYECKUMI
cpedcTBaMm OXpaHbl.

[nsa BbINONHeHUs TpeboBaHW perynaTopos Ansa 3akas4yuka 6biiv npoBeaeHbl paboTbl No
060pyA0BaHNIO MOMELLIEHNA MOPTOBOIrO CpefcTBa NOXapHOW curHanuaaumen ¢
cornacosaHneM npoekta B Cnyxx6e MOpcKorn 6e30MacHOCTW.

Bbino ycraHoneHo 6onee 200 gat4mMkos 1 40 NpUEMO-KOHTPOSIbHBIX MPUOOPOB Ha 12 06bekTax.
[ns cBA3K 06BHEKTOBLIX CUCTEM ObISV MPOJIOXKEHBI ONTUKO-BOJTIOKOHHBIE JINHWM CBSA3U, MO
KOTOpbIM Yeped npeobpasoBaTeny uHTepderica Moxa npon3seneHo 06beANHEHNE CUCTEM

B eQMHOoe Lienoe.

Bbin ycTaHoBMEH cepBep C NporpaMMHbIM
kKomnnekcoM OpuoH-Mpo, Ha KOTOpoM B
peXvMe peasibHOro BpEMEHW BbIBOAMTCS
MHGOPMaLIMS O COCTOSIHUM BCEX CUCTEM.

M3meHeHus 3arKenpoBaHbl B
NCNOJSTHUTENBHON JOKYMEHTaUUnN n

3apernctpupoBatbl B Cnyxo6e Mopckon
BesonacHocTu.

NMPOU3BOAUTEJb

MOXANA
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3AKA34HYUK

3AJAHA

PELWWEHUE

(@ e MapuuHekuid Teatp (Mpumopckas cueHa)

O60opynoBaHve BXO4OB CUCTEMOW
KOHTpOSIA AocTyna ans o6ecrneyeHns
KOHTPTEPPOPUCTUHECKOMN
3aLUMLLIEHHOCTN O6beKTa.

v

Ons o6ecnevyeHns BbINONHEHMS NPEeaNUCcCaHnin
opraHoB 6e30MacHOCTN 3aKa34mnK NpPoBEN
KOHKYpC Ha 060pyfoBaHue NPpOXo4oB cucTeMamm
KOHTpONA gocTyna.

Haluen komnaHuneln 6bInn yCTaHOBEHbI COBPEMEHHbIE
3NEKTPOHHbIe NpoxoaHble PERCo. Ons ynpaBneHus
OOCTYNOM 6bINN OpraHn3oBaHbl aBTOMaTU3NPOBaHHbIE
paboune MecTta, yCTaHOBMIEHO NMporpaMMHoe obecneveHue
PERCo. Ons o6ecnevenns 6ecnepedborHon padoTel cuctema bbina
NOAKIYEHa K NCTOYHUKaM 6ecrnepebonHOro nuTaHus.

Bce pa6oTbl nposogununck 6e3 0CTaHOBKW OEeATENbHOCTM TeaTpa — LWyMHble paboThl
NPOBOAMNUNCH B MepepbIiBax MexXay peneTmunsamMm, a Ha MOMEHT Hann4us
nocetutener Bce paboTbl NPUOCTaHaBNNBANNCH.

NMPON3BOAUTEJb

g
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!m\ .
3AKA34YUNK s T CouuanbHO-peabunuTauMoHHbIN LIeHTP AJ1 HECOBEpPLUEHHOJIETHUX
e «Mapyc HagexabI»
3AJAHA MocTpoeHne HeGOMbLLON CUCTEMbI MEPUMETPASTBHOrO HAGMIOAEHNS BO BCEX KOPMycax LieHTpa.
PELWWEHUE [ns o6ecneveHnsi 6e30MacHOCTI NOCETUTEEN 1 NMOCTOANbLEB LEHTPa B Tpex Koprycax

6blfla CMOHTUPOBAaHA eMHas cucTeMa BUAEOHaBMIOAEHUS.

B pamkax npoekTa 21 Bnaeokamepa Hikvision co cteneHbto 3awmTbl IP67 6bi1a CMOHTMpPOBaHa
W NOJKI04eHa K cepBepy Yepes nokanbHyto ceTb Ha 6a3e obopypoBanHus Cisco. [ns
onepaTMBHOIrO KOHTPONSA 6bINN yCTaHOBNEHbI aBTOMAaTU3NPOBaHHbIE paboyme MecTa oxXpaHbl

C BbIBOJOM Ha HMX N306PaXEHNs C Kamep.

NMPON3BOAUTEJb

SIIE
CISCO.

HIKVISION
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R

3AKA34YUNK w Bcepoccuickui aeTckum LeHTp «OkeaH»

3A0AHA MpOVN3BECTH MOJSHYIO 3aMEHY CUCTEM MOXAPHO CUrHANM3aLMKU, CUCTEM OMNOBELLIEHNS 06
3BaKyaumm N CUCTEM KOHTPOSSA AOCTyna BO BCEX Koprycax aencraytoLero Bcepoccuiickoro
[eTCKoro LieHTpa «OkeaH».

PELUEHUVE [nqa BbINONMHEHUA 3aga4n 6611 NPUMEHEHbI MPOBEPEHHbIE BPEMEHEM PELLEHUS POCCUNCKOM
komMnaHun Bolid. OcHOBHasi COXHOCTbL NPOEKTa 3ak/toyanack B HE06X0OUMOCTM NPOBELEHNS
paboT B HEMPEPLIBHO AENCTBYIOLLIEM AETCKOM LeHTpe. Becb 06bEKT 6bln MOAENEH Ha 30HbI U
KaXXayto CMEeHy ofjHa 13 30H He 3anofiHanachk eTbMM, YTO MNO3BOMANO NPOU3BOAUTL PaboThl
npakTU4eckn 6e3 oCTaHOBKU. B cxartble CpOKKU 661510 CMOHTMPOBaHO 605ee 2000 gaTHMKOB U
6onee 150 NpUemMo-KOHTPOSIbHbLIX MPMBOPOB. Bbifiv 3aHOBO MPOSIOXEHbI HOBbIE KabesbHbIe
nMHUKN. Mexay oTaeNbHO CTOALMMK Kopnycamu 6binia pasBepHyTa ONTUKO-BOSIOKOHHAs CEeTb,
KOTOpas no3sonunna o6befMHUTb BCE 30aHUSA B €AMHbIA AUCNETYEPCKUN LIEeHTP Ha 6a3e
nporpammMHoro komnnekca OpuoH-Ipo.

,ElI/ICI'IGTLIep C OHOro Mecta MOXeT ynpaBndaTb NOCTAHOBKOW U CHATUEM C OXpaHbl BCeX
9NeMeHTOB, onepaTunBHO pearnpoBaTb Ha TPEBOIr'M U OTCNEXUBaTb NCNPABHOCTb
3N1eEMEHTOB CUCTEMbI.

NMPOU3BOAUTEJb
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3AKA34YUNK @ano;mccy,.mn MwupoBbie cyabu r. YcCypumnck

3A0AHA O6ecneyeHmne NoCTOSHHOTO BUAEOHAGIOAEHUS B MOMELLEHVSIX MUPOBOTO CyAa . Yccypuicka.

PELWWEHVE [lnsi BbINOMHEHMA NOCTaBNeHHOM 3afa4dm Obi1o BbIGpaHO NPOCTOE U HAAEXHOE peLleHne oT
npounasoamTens RVi. Bbino yctaHOBNEHO 26 BHYTPEHHUX 1 13 BHELLUHNX Kamep OJ1s1 KOHTPOns
nepumeTpa 3aHus, [OMOSHUTESNIbHO YCTaHOBSIEHA BbI3bIBHAA NaHes b JOMOGOHA, TaKxXe
paboTatoLlas no fIoKanbHOM CeTH.

[ns paboTbl onepaTopa yCTaHOBSIEHO aBTOMaTU3NPOBaHHOE pabovee MeCTo C (hMPMEHHbBIM
nporpamMMHbIM 06ecrnedeHnemM NpomsBoanTeNs Buaeokamep. Paboyee MecTo 3aLmLLEHO
nporpamMmmMHbIiM Komnnekcom Dallas Lock 8.0-K.

NMPON3BOAUTEJb

RV; ..O tp-link
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3AKA34YUK

3A0A4HA

PELWLEHNE

NMPOU3BOAUTEJb

A
A

Z "\ CeBepo-BoCTOUHbIN PEMOHTHBIN LeHTp r. BunounHck

CBPII

O6opy,qOBaHv1e BCEX MOMELLEHN 3aBOAA CUCTEMOM OXPaHHO-MOXapPHOM CUrHanmMaaumnm n
cuctemom ynpasneHusa onoseLleHnemMm 06 3BaKyauun.

Ha Tepputopun 3aBoga CBPLL pacnonoxeHo 9 KoMNekcoB 30aHuii. HYactb N3 HUX NMetoT
TpGﬁOBaHMﬂ Nno B3pbIBO3aLLUNLLIEHHOCTU, YaCTb — NpeacTaBnAa0T paanaunoHHYO ONacHOCTb.

B kaxgom komnnekce 6bina co3faHa otaenbHas cuctema, yoosreTsopstoLLas
KOHKPETHbIM TpeboBaHMAM K 060pya0BaHMIO (B3PbIBO3ALLMLLEHHOCTb, YCTONYMBOCTb K
NOHM3MPYIOLLIEMY M3MTydYeHuto 1 T4). Bce npumeHeHHoe 060pyaoBaHne — pOCCUNCKOrO
npoussoauTens Bolid. MoHTax cuctem nponssoauncs 6e3 oCTaHOBKM padoThl
npegnpusaTus.

[nsi cBA3M OTAesNbHbIX CUCTEM Bbinia Co3aHa OMNMTUKO-BOSTIOKOHHAS CETh,
KoTopas B fanbHelwem 6yneT npyMeHeHa As pa3BepTbiBaHUs
CUCTEMbI OXPaHHOIO TENEBULEHUS U CETEN CBA3N.

Yepes3 ONTUKO-BOJIOKOHHYIO CETb aHHbIE CO BCEX
KOpMyCOB COBMpatoTCs B €AMHOM OMCTEeTYEPCKOM
LiEHTPE C NMOMOLLIbIO NPOrpaMMHOro KOMMekca
OpwoH-Tpo.

O6Lee KONM4YECTBO AaT4YMKOB — 6osee
400, Np1emMo-KOHTPOJbHbIX
npmnbopos — 6ornee 30.
[MpoTsAXeHHOCTb
BOJIOKOHHO-OMTUYECKOM
cetn — 1,5 kunomeTtpa.

BOLID
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3AKA34HUK * CynocTpouTenbHbIi KOMMNeKe «3Be3fa»

CYAOCTPOMTENGHbIA KOMIERS.

3BE3[A

3ANAHA O6ecneynTb BO3MOXHOCTb YAaneHHOro HabioaeHNs 3a CTPOMMNIOLLAaAKon B pexume 24/7
C XpaHeHneM apxmBa 3anncen B TeHEHNe Mecsua.

PELWWEHUE [ns peanuaauumn aToro NpoeKTa 6b1110 NPUHATO PELLEHNe OpraHM3oBaTh
OMNTMKO-BOJIOKOHHYIO CETb MO BCEWN TEPPUTOPMMN CTPOSILLLErOCH 06BEKTA, MOBEPX KOTOPOWA
6blna pa3BepHyTa ceTb BuaeoHabniogeHns Ha 20 NoBOPOTHbIX kamep Hikvision ¢ knaccom
3awmThbl IP66. O6Llas gnnHa BONTOKOHHO-OMTUYECKON ceTn — 3 kunoMeTpa. Ons
NOAKMYEHNs BUAEOKaMep NPMMEHEHbI 3aLUMLLIEHHbIE KOMMYTaTOPbl YIIMYHOrO MCMOJSIHEHMSA
TFortis coO BCTPOEHHbIMM akKyMynsTopamu. A0po ceTv opraHM3oBaHoO Ha 060pyaoBaHMM
Cisco Systems.

Ha cepsepHoMm knactepe Depo pa3sepHyTo nporpaMMHoe obecnedvermne SecureOs,
KOTOpOe o6ecne4ymBaeT yrpasreHne BUOe0apXMBOM 1 yaaneHHbIMU NOAKITIOHEHNSMMU.
[nsa 6ecnepeboiHOro NUTaHna agpa cuctemsl npumeHeHsl VIBI ¢ TexHonornen ABonHoOro
npeo6pasosaHus APC, o6ecneunsaroLLMe NOHy0 3aLlmMTy OT BO3MOXHbIX Npo6ieM ¢
Ka4eCTBOM BHELLHEro 3feKTPONUTaHms, YTO B YCNOBUSAX CTPOMKN — HE PEAKOCTb.

NMPON3BOAUTEJIb
®
atfvan Nd
CISCO P“Epge% SECUROS TFortis
HIKVISION
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O

3AKA34YUK DanbPAO

POCATOM

3AO0AHA OpraHusaums eguHoN CUCTEMbI KOHTPOSS 1 yyeTa [OCTyrna COTPYAHUKOB B donnmnanax.
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PELUEHUE

Cneumndvka gesiTeNnlbHOCTU YUpeXxaeH s HaknaabiBaeT ocobble Tpe6oBaHus K y4eTy U
ynpaeneHuio OCTYNOM COTPYAHMKOB. K TOMY Xe COTPYAHUKM (omunmanos B nrt. GOKMHO 1
r. BnaamMBocToKe 4acTo KOMaHAMPYTCA Mexay dunvanamu. [nsa ynpoLueHus y4eTta un
0HOPMIIEHMS MPOMYCKOB U GbINI0 BHEAPEHO 3TO pPeLLEHUe.

Bce TpebyeMbie ToUkM npoxofa 6binn 060pya0BaHbl 31EKTPOMEXEAHNYECKUMM 3aMKamu,
00oBOAYMKAMM N CHUTLIBATENSIMIN 6ECKOHTaKTHbIX KapT. O6LLee KONMYeCcTBO TOHEK

npoxofa — 42. B dpunmanax pacnonaratwTcs He3aBUCUMbIE cepBepa, KOTOpbIE YNpaBnsaoT
6a301 faHHbIX COTPYAHUKOB. basbl AaHHbIX CUHXPOHU3NPYIOTCS, MO3TOMY CUCTEMA COXpaHseT
pPaboTOCNOCOOHOCTL Kak Nnpu BbIXoge U3 CTpOosi OQHOIO N3 CEPBEPOB, Tak N KaHana cBA3un
mexay unmanamm. OcHoBHOE 060pyAoBaHMe, NPUMeEHEHHOe B cucteme, Bolid n Depo —
poccuiickoro Npom3BoacTea. becnepebonHoe nuTaHne cuctTemMbl o6ecrnednBaeT aBTOHOMHYHO
paboTy B TeveHune 24 4acos.

Bcsa cuctema HaxogmTtca noga ynpasiieHnem nporpaMmMHoOro KomMmnriekca OpVIOH-ﬂpO. Typ,a xXe
MHTEerpmpoBaHa yxe nMmerLlasnca y 3akas4uKa cuctema OXpaHbl, NoXapHasa curHann3audua,
ynpasnieHne TypHuketamm Perco.

NMPOU3BOAUTEJb
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3AKA34HYUK

3A0A4HA

PEWWEHUE

£ BCK
globalports

Bocto4yHasa CtusungopHasa KomnaHus

Ob6ecneyeHne TEXHONOrMHYeCKOro BMaeoHabMtoaeHNs YronbHOro cknaga no TexHn4eckomy
3agaHno 3akas4uka.

Hab6ntoneHve B YrojibHOM cKnage — He npocrtaa 3agada. Kpa|7|He arpeccmBHas BHeELLHAA
cpena — ropro4yad, aJsieKrtponposoaHaa 1 BbICOKoaﬁpaSMBHaﬂ BaXHasa yroJibHas rnbljib
NOCTOSIHHbIN CNYTHUK NpoueccosB.

MoaTomy Aong peanusauumn 3agayu 66111 Bbl6paHbl BULEOKAMEPbI C BbICOKOM CTEMEHBIO
3awnTel IP67 nponssoactea Hikvision. Kamepbl UMEKOT BbICOKOE paspeLleHune — 4
Meranukcens, MoLuHyto VK nogceeTky 0o 50 MeTpoB 1 MOryT paboTaTh B fuanasoHe
Temneparyp ot -40 go +60 rpagycos.

Onsa o6beanHeHNs Kamep B ceTb Oblfia CMOHTUPOBaHa BOSTOKOHHO-ONTUYECKas CeTb
nepefa4yn gaHHbIX, a caMy KaMmepbl NOOKIOYEHbI B HEE Yepes 3aLlMLLEeHHbIe KOMMYTaTopbl
C aBTOHOMHbIM NMUTAHMEM POCCUNCKOro nponasogutens TFortis.

Ons xpaHeHusa BUOeO 1 paboTbl C apXMBOM Pas3BepHYT NPorpaMMHO-annapaTHbIi KOMMeKe
Ha 6ase 10 SecureOS. Vcrnonb3ys nokanbHyto ceTb UM MHTEpHeT, 4o 10 onepaTopos
pasHbIx cny>x6 NpegnpuaTMa MoryT paboTaTtb ¢ AaHHbIMW OfHOBPEMEHHO.

CnoXHOCTU NPoeKTy fo6aBnan 6€30CTaHOBOYHbIN TEXHONOrMYECKUIA MPOLECC Ha
NpeanpuaTuun.

O AKUEHT « & =
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MCMNOJIb3OBAHHbIE PELWWEHUA
o CepBep cucTeMbl Ha NporpaMmmHom o6ecnedernmnn SecureQOS - 2 wiT;
o ABTOMaTM3npoBaHHble pabo4me mecTta — 7 LWT;
0 KoMMmyTauMOHHbIE y31bl Ha 6a3e KommyTaTopos TFortis — 18 wiT;
o Bupeokamepsbl Hikvision — 83 wiT;

o Bupeokamepbl PTZ — 10 wr;

O

MBI Eaton - 8 wr.

NMPON3BOAUTEJb

HIKVISION Vi — iy @
AT
® .-

TFortis [computers]

O ar
- -
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3AKA34YUNK mECHEL Toprosbin nopt MocbeT

3A0AHA PEKOHCTPYKLIMS KOMMMEKCHOM CUCTEMBI 6€30MaCHOCTH.

OAKUEHT « & =750
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PELLUEHMWE To 3apaHuio 3akas4ymka HaMu 6blnia peKOHCTPYMpoBaHa nepmMmMeTpanbHas v TEXHONMorm4eckas
cucTemMa OXpaHHOro TeNeBUAEHUS, NoKanbHas CeTb NpeanpuUsTUSt U cUcTeMa OXpaHHoM
cuUrHanusaumm.

[nsi peKOHCTPYKLUMM NOKasIbHOW CceTu 6bIfin NPOTAHYTLI AOMOSHUTENbHbIE CErMEHTbI
BOJTOKOHHO-OMTUYECKNX CEeTeN 06LLEeN NPOTHXEHHOCTbIO 60nee 2 kunomeTpos. CMOHTUPOBaHbI
NPOMEXYTOYHbIE KOMMYTALUMOHHbIE Y3J1bl HA KOMMOHEHTaX CO CTeneHbIo 3awuTbl IP66,
OpraHvM30BaHO rapaHTMpOBaHHOE NUTaHMe BCeX Y3MoB Ha 6a3e ycTponcTs komnaHum APC. Ons
nepegayn Tpaddrika ncnonbayroTcs kommyTtatopbl Hikvision n NSBox.

Bcero Ha TeppuTOpuM NpeanpuaTUS, BKIOHYas BHELLIHWA MepUMETP U NEPEChINHbIE COOPYXEHWS,
6b1510 CMOHTMPOBaAHO 115 ynNUYHbLIX 3aLmLLeHHbIX Bugeokamep Hikvision, Tpn n3 KoTopbix —
BbICOKOCKOPOCTHbIE NMOBOPOTHbIE KAMEPbl C BO3MOXHOCTLIO CUITLHOIO MPUBNMXKXEHUS Ans
KOHTPOMA MECT BO3MOXHbIX NHLIMOEHTOB.

Bcsa nHdbopmauma ¢ Bugeokamep nocTtynaeT Ha cepBepbl, rae oHa o6pabaTbiBAETCHA U XPAHUTCH.

Bbin passepHyT OTAENbHBIA CEPBEP C NPOrpamMMHbIM KoMnnekcom OproH-Tpo, KOTOpbIN CRyXUT
ANS MHTerpaumnm gaHHbIX OXPaHHOW CUCTEMbI U CUCTEMbI BuaeoHabnoaeHns. Mpu nossneHumn
curHana o cpaboTke OXpaHHOW CUrHanm3aumm NPOUCXOANT YBeNnYeHne CKOpOCTU 1 KavecTsa
3anuncu ¢ Kamep B 30He TPEBOTU 1 aBToOMaTNHecKasi POKYCUpPOBKa NOBOPOTHLIX KaMep Ha MecTo
wHUmMgeHTa.

Ha npoxogHon yCcTaHOBMEH YAUYHBIA TYPHUKET Perco, KOTOpbI TakXXe UHTErpupoBaH B O6LLYIO
cucTeMy 6e30nacHoOCTU.

NMPOU3BOAUTEJb

by Schneider Electric

W’ :
HIKVISION w NArC

NSGate

O AKUEHT « & i
- A — o




49| CUCTEMbIl BESONACHOCTHU

3AKA34YUNK BnaguBoCTOKCKUIA MOPCKOM TOProBbIl NOpT
3AA4HA OpraHuzaums nepMMeTpanbHON oXpaHbl y4acTKOB NOPTOBbIX CPEACTB BAOSb JIMHUN
orpaxaeHus.
.
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PELWWEHUE

KomMnaHus «AKUEHT» ABNSAETCA opraHM3aumnen, akkpeantoBaHHoM MUHMCTEPCTBOM TpaHcnopTa
P® Ha npoekTMpoBaHMe 1 OCHaLLEHNEe NOPTOBbLIX CPEACTB MHXEHEPHO-TEXHNYECKUMMU
CPeACTBaMM OXPaHbl.

[ns BbINONHeHUs TpeboBaHW perynaTtopos Ansa 3akas4dvka 6biiv nposefeHbl paboTbl Mo
BHECEHMIO N3MEHEHWI B NPOEKT OXPaHHOW CUrHanu3awumm nopToBOro CpefcTsa ¢ perncrpaumen
n3MeHeHuin B Cnyx6e Mopckon 6e30nacHoCTu.

Ha HeckonbKMX ynnMyHbIX y4acTKax MOpPTOBOro cpeacTsa BAOMb NIMHMM OrpaxaeHus 6binm
NOCTPOEHbI CEerMeHTbl Ha 6a3e NuHenHbIX nasewarenert CMNEK-1115 n NnpueMHO-KOHTPOSbHbIX
npuéopos bonnga (20 wT). MNPoTAXKEHHOCTL OXPaHAEMOro yyacTka coctasunia 1 K.

YyacTok pa3ouT Ha 20 ceKkuuin, B Ha4arne 1 KOHLe KaXJoW CeKLMN yCTaHOBIeHa cucTema
onoeeLlleHnsa O BTOPXXeHUN Ha 6ase CBETO-3BYKOBbIX |/|33eu_1aTene17| YNNUYHOIo UCNOJTHEHUA.

CucTema nofkntoyeHa Ha CyLLIeCTBYHOLLMIA cepBep C YCTaHOBMIeHHOW cuctemor OpuroH-Tpo
npovssoncTea Gonua.

CucTema 3anporpaMmmpoBaHa Takum o6pasom, YTO NMpu cpaboTke OXPaHHOM CUrHanM3aummn Ha
O[IHOM 13 OXPaHsieMbIX Y4aCTKOB BK/OYAETCs CUCTeMa OMOBELLEHMsI 3TOr0 y4acTka 1 nocTynaet
CUrHan Ha UeHTparnbHbIi NynbT OXpaHbl.

M3ameHeHus1 3athrKCnpoBaHbl B UCMOSTHUTENBHON JOKYMEHTaLMN 1 3aperncTpmpoBaHbl B Cnyxoée
Mopckon BezonacHocTu.

NMPOU3BOAUTEJb
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3AKA34YUK

3AOAYHA

PELWWEHUE

ABdY

AALHEBOCTO LA [AanbHeBOCTOUHbIN PepepanbHblii YHUBepcUTeT

SEAEPAJNILHLIN
YHUBEPCHUTET

CospaTb cucteMy pacrnosHaBaHus vy Ha Tepputopum kamnyca OBOY.

CoBmecTHO ¢ koMnaHmen «CTONCUCTEMbI» HaLLM CNELMAanNUCTbl CPOEKTUPOBaU
W BHEOPUNN CUCTEMY pacrno3HaBaHusa nuu Ha Tepputopun kamnyca OB®Y ana obecneyeHuns
KOHTPTEPPOPUCTMHECKON 6E30NACHOCTUN 06bEKTA.

[na nogknoyeHnsa pacnpeneneHHom no BCen Tepputopumn yHMBepcuTeTa obinia NposioXxeHa
BOJIOKOHHO-OMTUYECKasi CeTb Nepefayn AaHHbIX C NPOMYCKHOW CNOCO6HOCTLIO Ao 10 rurabut/c
Ha marucTpasnbHbIX ydactkax. ObLas NPOTAXKEHHOCTb CETU — 8 KUITOMETPOB.

lMpounssegeHa ycraHoBka 60orbLue 100 Kamep BbICOKOro paspeLleHus NpomM3BoacTBa KOMNaHum
Hikvision. CeTeBas nHdpacTpykTypa paccumMtaHa Ha yBenmyeHue Yncna kamep o 1 tbicaum
YCTPOUCTB. Bcs nHpopmauus ¢ kamep obpabartbiBaeTcs 8 BbICOKONPOU3BOAUTENbHBIMA
cepBepamu.

Ona o6ecnedeHns paboTbl nepcoHana 6bl1 OpraHN30BaH OUCMETHEPCKUIA LIEHTP,
060pya0BaHHbIM aBTOMaTU3MPOBaHHbLIMU PaboyMmn MecTamMmn U BUOEOCTEHON NPON3BOLACTBA
LG, cocTosawmin n3 6 naHenen.

Bcs cuctema nogkntoveHa Yepes MCTOYHUKKM 6ecrnepeborHOro NMTaHus ans obecneveHns
6ecnpepbIiBHON paboThl.

O AKLEHT « & e
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HdanbHeBoCTOYHbIN DPefepanbHbli YHUBEPCUTET — OOVH U3 KPYNMHENLLNX BY30B Ha
HanbHem Boctoke Poccun, akageMmyeckuii oopnocT cTpaHbl B A3MaTCKO-TUXOOKEAHCKOM
pernoHe. CoxpaHas MHOMOSIETHWE Hay4Hble TPaauLMN N OTCNEXNBAA HOBENLLME

obpasosaresnbHble TpeHabl, AB®Y cTpemuTcs ctath Ny4lnMM Hay4YHO-06pa3oBaTebHbIM
ueHTpom ATP.

ﬁ__

NMPON3BOAUTEJb infotecs
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IT-CepBuC — 0OHO M3 KIHOYEBbIX HAMpaBfieHU OEATENbHOCTM Hallen komnaHuv. Mbel y6expeHbl, 4TO MHOrMM
komnaHuam JansHero BocTtoka BbIrOOHO Aenernposartb 30HY OTBETCTBEHHOCTU 3a MHAOPMALMOHHBbIE TEXHONOMMU
npodeccrnoHanam. Keanugumkaums n 0TBETCTBEHHOCTb — OCHOBHbIE KPUTEPUW HALLIErO YCMELLIHOro COTPYAHNYECTBA.
Hac pekomeHAyOT, ¥ Mbl 3TUM FOPAUMCS.

Ycnyra gns 6usHeca pasHoro macitaba

(ot 10 go 500 pa6o4mx mecT)
N U3 pa3HbIX CErMEHTOB (pUTENs,
MeguLuuvHa, NIorMcTuKa,

PasHble BapraHTbl NOOOEPXKKU —
OT MOJIHOrO CONPOBOXAEHUS BCEW
UT-nHdpacTpyKTypsI

110 06CAYKNBAHNA KnueHTtckasn 6a3a

B nepuop ¢ 2008 no 2020 roga NpoOn3BOACTBO,
OTAENbHbIX CEPBUCOB _
BbIpocra ¢ 50 o 2000 koMnaHui obpasoBaHue,
unun aytcradpduHra
rocynapcTBEHHblE

opraHmsaumu,
pecTopaHHbIn
6U13HEC)

JononHuTenbHble yenyru:

- MocTaBka 1 obcnyxmsaHue

6onee 50 yenoBek Co6CTBEHHBbI
aBTOPU30BaHHbIN

- nogoepxka, obcnyxmsaHue, -
CEePBUCHbIN LIEHTP

BHeZpeHne NHOPMaLIMOHHbLIX CUCTEM
Ha 6a3e npoayktos 1C:MNpeanpuatue,
apeHga cepsucoB 1C B obnake;

- aBTOMaTM3auMs y4eTa
pecTopaHoB, kage,

npeonpuaTmin
06LLIECTBEHHOIO

MNopoepxka nMUTaHus. Pa6oTtaem
3akas34ynkoB Ha pbIHKe ycnyr
ocyLecTBseTcs CEPBUCHOM NOAOEPXKKN

B pexume 24/7 6onee 10 net

rneYaTHON TeXHWKM, NocTaBKa
pacxofHbIX MaTepuaros; LiTaT Hanpasnexns

O AKLEHT « %
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C HAMU PABOTAIOT

_EDENS

liance V2

CETb ®HTHEC-KNV50B
HUAWEI

DANoNAK

@I’ YPMAH -M

NPOAYKTLI ATA PECTOPAHOB H KADE

OEAEPANBHAA TAMOMEHHAR CNYHBA

¥ [ANbHEBOCTOYHOE _Yv PEGAS
TAMOKEHHOE YNPABNEHWE

TOURISTIK

POCPEECTP »
P ot o AD poq)/\ow
KajacTpa U KapTorpadum
=8= Poccusickue aBuanuHnm
V

MitsuiO.S.K.Lines

-l’l/uqea Terranova’

7 TPAHC TPEK-/IB

TPAHCIIOPTHAA TPYIITA

\ \’ “::‘g ; _|
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O HMUEHT

PELIEHHWSA, COTKAHHBIE U3 TEXHOMOMMUH

Q 690078, BnagnBocCTOK,
yn. Xabaposckasi, 8

+7 (423) 244-77-11

office@acvl.ru
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www.acvl.ru
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